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CPUs and GPUs are Vulnerable to Memory Safety Errors

% of Zero-day “in the wild” 
exploits from 2014-2022 

Source: Google Project Zero, 0day "In the Wild" spreadsheet. 

Last updated: January 2023
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CPUs and GPUs are Vulnerable to Memory Safety Errors

Source: Google Project Zero, 0day "In the Wild" spreadsheet. 

Last updated: January 2023
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Novel Memory Safety Algorithm 

Shadow Tagged Base & Bounds 

Novel Compile-Time Analysis 

Base-Pointer Analysis

+

Goal: construct “fat” pointers by eagerly retrieving allocation base and bound 
information without changing the application binary interface

Two Main Components
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UPPER_PTR_BYTE = [x] >> CONST_SHIFT;
if ( UPPER_PTR_BYTE >= 1 && UPPER_PTR_BYTE <= 15 )
  BST_index = traverse_shadow_map(x);
else
  BST_index = UPPER_PTR_BYTE  

BST_vaddr = BST_BASE_VA + BST_index*BST_ENTRY_SIZE;
metadata.Base = *(BST_vaddr + CONST_BASE);
metadata.Size = *(BST_vaddr + CONST_SIZE);
metadata.Tag  = *(BST_vaddr + CONST_TEMPORAL_TAG);
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SAFETYCHECK performs the spatial 
and temporal memory safety checks

UPPER_PTR_BYTE = [x] >> CONST_SHIFT;
if ( UPPER_PTR_BYTE >= 1 && UPPER_PTR_BYTE <= 15 )
  BST_index = traverse_shadow_map(x);
else
  BST_index = UPPER_PTR_BYTE  

BST_vaddr = BST_BASE_VA + BST_index*BST_ENTRY_SIZE;
metadata.Base = *(BST_vaddr + CONST_BASE);
metadata.Size = *(BST_vaddr + CONST_SIZE);
metadata.Tag  = *(BST_vaddr + CONST_TEMPORAL_TAG);

temporalTag = [p] >> CONST_SHIFT_TEMPORAL_TAG;
maxBound = metadata.Base + metadata.Size;

if( [p] < metadata.Base || [p] >= maxBound )
  spatial_error = true;

if(metadata.Tag != temporalTag )
  temporal_error = true;
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Base Pointer analysis 
Goal: Retrieve the metadata only once for base 

pointers and propagate to ALL consumers
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Base Pointer analysis 
Idea: Slice backwards from memory instructions 
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We set the BST entry of deleted objects to a 
special value to catch use-after-free errors
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Use-after-reallocation errors are 
detected via comparing the 4-bit Tags
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cuCatch handles global, shared, and local GPU allocations & 
performs multiple compile-time optimizations

More on that in 
the paper!
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Evaluation

Error Detection Coverage: How many memory safety errors can cuCatch detect?

Performance: What is the runtime cost of cuCatch? and how does it compare to other tools?



45

• cuCatch Overview 

• Error Detection Coverage

• Evaluation Results

• Conclusion



Benchmark 

type

Total 

tests

Number of detected tests per tool

Baseline
Compute 

Sanitizer

GPUShield 

[ISCA 2022]
cuCatch

Global memory OOB 8 0 4 8 8

Local memory OOB 16 0 4 12 12

Shared memory OOB 12 0 4 0 10

Intra-allocation OOB 8 0 0 0 0

Use-after-free 4 0 2 0 2

Use-after-scope 4 0 2 0 4

Invalid free 2 2 2 2 2

Double free 2 2 2 2 2

Detection rate 56 7.1% 35.7% 42.8% 71.4%

Error Detection Coverage

46



Benchmark 

type

Total 

tests

Number of detected tests per tool

Baseline
Compute 

Sanitizer

GPUShield 

[ISCA 2022]
cuCatch

Global memory OOB 8 0 4 8 8

Local memory OOB 16 0 4 12 12

Shared memory OOB 12 0 4 0 10

Intra-allocation OOB 8 0 0 0 0

Use-after-free 4 0 2 0 2

Use-after-scope 4 0 2 0 4

Invalid free 2 2 2 2 2

Double free 2 2 2 2 2

Detection rate 56 7.1% 35.7% 42.8% 71.4%

Error Detection Coverage

47

OOB 
Read

Adjacent 

Device 
Memory

Unified 
Memory

Non 
Adjacent  

Device 
Memory

Unified 
Memory

OOB 
Write

Adjacent 

Device 
Memory

Unified 
Memory

Non 
Adjacent  

Device 
Memory

Unified 
Memory

OOB Type

Linearity

Space



Benchmark 

type

Total 

tests

Number of detected tests per tool

Baseline
Compute 

Sanitizer

GPUShield 

[ISCA 2022]
cuCatch

Global memory OOB 8 0 4 8 8

Local memory OOB 16 0 4 12 12

Shared memory OOB 12 0 4 0 10

Intra-allocation OOB 8 0 0 0 0

Use-after-free 4 0 2 0 2

Use-after-scope 4 0 2 0 4

Invalid free 2 2 2 2 2

Double free 2 2 2 2 2

Detection rate 56 7.1% 35.7% 42.8% 71.4%

Error Detection Coverage
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cuCatch offers the highest error detection coverage
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Error Detection Coverage
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Limitations: intra-allocation OOB & 
overflows in dynamically allocated 

buffers in shared memory 
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• cuCatch Overview 

• Error Detection Coverage

• Evaluation Results

• Conclusion



•Benchmarks 

• CUDA kernels from various workload segments

• Scientific computing: namd, amber18, AMG, FUN3D, Laghos, lammps, Relion 

• Commercial: 5G decoding

• Visualization: Optix

• The PolyBench-ACC suite.

• Most of the CUDA-samples SDK. 

•Platform

• NVIDIA GeForce RTX 2080Ti GPU (1710 MHz core clock)

Experimental Setup
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Runtime Overheads

cuCatch: Performance Evaluation

52

cuCatch (with Shadow TBB) introduces 19% slowdowns on average
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Sensitivity Analysis

cuCatch: Performance Evaluation
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cuCatch (with Shadow BB only) introduces 25% slowdowns on average
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Comparison With the State-of-the-art Error Detection Tools

cuCatch: Performance Evaluation
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cuCatch is orders of magnitude faster than 
Compute Sanitizer’s memcheck tool
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• cuCatch Overview 

• Error Detection Coverage

• Evaluation Results

• Conclusion



•cuCatch combines a novel memory safety algorithm with an 
efficient compiler-based instrumentation to provide GPU users 
with a debugging tool: 

•Has low runtime overheads

•Provides high error detection coverage

•Scales to arbitrary number of allocations

•Requires no software/hardware changes

Conclusion
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Memory Safety Algorithms
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cuCatch Memory Overheads Normalized to Baseline Execution 

cuCatch: Memory Evaluation
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cuCatch: Optimizations Evaluation

61



Related Work

62


	Slide 2
	Slide 3: GPUs for Accelerating General-Purpose Software 
	Slide 4: Memory Safety Errors
	Slide 5: Memory Safety Errors
	Slide 6: Memory Safety Errors
	Slide 7: CPUs and GPUs are Vulnerable to Memory Safety Errors
	Slide 8: CPUs and GPUs are Vulnerable to Memory Safety Errors
	Slide 9: Adopting CPU-Based Memory Safety Solutions to GPUs is Challenging
	Slide 10: Adopting CPU-Based Memory Safety Solutions to GPUs is Challenging
	Slide 11: Existing GPU-based Solutions are NOT Practical
	Slide 12: Existing GPU-based Solutions are NOT Practical
	Slide 13: Existing GPU-based Solutions are NOT Practical
	Slide 14
	Slide 15
	Slide 16: cuCatch Overview
	Slide 17: cuCatch Overview
	Slide 18: cuCatch Overview
	Slide 19: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 20: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 21: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 22: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 23: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 24: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 25: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 26: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 27: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 28: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 29: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 30: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 31: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 32: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 33: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 34: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 35: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 36: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 37: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 38: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 39: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 40: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 41: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 42: cuCatch Algorithm: Shadow Tagged Base & Bounds 
	Slide 43: cuCatch Implementation & Evaluation
	Slide 44: cuCatch Implementation & Evaluation
	Slide 45
	Slide 46: Error Detection Coverage
	Slide 47: Error Detection Coverage
	Slide 48: Error Detection Coverage
	Slide 49: Error Detection Coverage
	Slide 50
	Slide 51: Experimental Setup
	Slide 52: cuCatch: Performance Evaluation
	Slide 53: cuCatch: Performance Evaluation
	Slide 54: cuCatch: Performance Evaluation
	Slide 55
	Slide 56: Conclusion
	Slide 57
	Slide 58
	Slide 59: Memory Safety Algorithms
	Slide 60: cuCatch: Memory Evaluation
	Slide 61: cuCatch: Optimizations Evaluation
	Slide 62: Related Work

